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BBenenue

HacTtosawwmi ctaHgapT CoAepXuT onMcaHme npoLeccoB (hopMMUPOBaHUS 1 MPOBEPKN NEKTPOHHOM
uncpposor nognucu (ALM), peannayemon ¢ MCNOMbL30BaHNEM OnepaLmii rpynnbl TOYEK ANNUNTUYECKON
KpMBOW, onpeaeneHHon Hag, KOHEYHbIM NPOCTbIM NOSIEM.

Ctanpgapt paspabotaH B3ameH [OCT P 34.10-94. HeobxogmMmocTb pa3paboTku HacToALLEero
CTaHfapTa Bbl3BaHa NOTPEOHOCTLIO B MOBbILLEHMM CTONKOCTM OLUIM K HECaHKLMOHMPOBAHHbBIM
nameHeHmsaM. CtorkocTb OLIMN oCHOBLIBAETCSt HA CMOXHOCTM BbIYUCIIEHWSI AUCKPETHOrO norapudgma B
rpynne To4YekK annMnTUYECKON KPMBOK, a Takke Ha CTOMKOCTM Ncnonb3dyemon xaw-gyHkumm no FTOCT P
34.11.

HaCTOFILLI,VIIZ CTaHOapT TepMUHOITIOTMYECKN 1N KOHLUENTYalrlbHO YBA3aH C MeXXayHapoaHbIMU CTaH4apTaMu
NCO 2382-2 [1] UICO/MIK 9796 [2], cepum MCOMIK 14888 [3] - [5] n cepun MCOMIK 10118 [6]-[9].

ﬂpmmeanme - OcHOBHas 4acTb CTaHOapTa OonofiHeHa TpeMaA NpUiioxXeHNAMN:



- A - gononHuTenbHble TEPMUHBI B 0bnacTtun 3L,
- b - onucaHme kKoHTponbHOro NpUMepa;

- B - nepeyeHb nybnukauun (bubnuorpadgpus) B obnactn L.

1 ObsacTh NpUMEHEHUS

Hacrtosawwmii ctangapT onpeaenseT CXeMy areKTPpOoHHON Lmdposon nognucu (ALUIM) (ganee no TekcTy -
undbpoBasi noanmck), NpoLeccsbl GOPMUPOBAHNS U MPOBEPKM LMPOBOM NOANUCH Mo, 3ad4aHHbIM
coobueHneM (0OKyMEHTOM), NepegaBaeMbiM MO He3alLMLWEHHbIM TeNEKOMMYHUKaLUNOHHbLIM KaHanam
obLero nonb3oBaHUsa B cucteMax obpaboTkm nHdopMaunm pasnmyHoro HasHa4YeHus.

BHenpeHune undpoBoi nognmucy Ha 6ase HacTosALWero ctaHaapTa NOoBbIWAET, MO CPABHEHMIO C
OENCTBYIOLLEN CXeMOW LIMGPOBON NOAMUCH, YPOBEHb 3aLLULLIEHHOCTY NepeaBaeMbiX COOBLLEHMIN OT
noaaenoK N UCKaXKeHUN.

CTtaHOapT pekoMeHayeTcs UCMoNb30BaTh B HOBbIX CUCTEMaxX 06paboTku MHdopMaLny Ppas3nmM4yHoro
HasHau4eHus1, a TaKke Npy MoAepHU3aunM OEACTBYHOLLUX CUCTEM.

2 HopMaTuBHbBIE CCHLIKH
B HacTosilem cTaHaapTe MCNob30BaHa CCbIflka Ha CneayroLmii CTaHaapT:

FOCT P 34.11-94 NHdopmaumoHHasa TexHonorus. Kpuntorpadguyeckas 3awmra nHgopmMaumu.
DYHKUMKN XSLIMPOBAHUS.

3 OnpenesieHusi 1 0003HAYEHUS

3.1 Onpenenenust
B HacTodleM CTaHgapTe UCNOJib30BaHbl criefyrune TepMUHbIL:

3.1.1 pononHeHue (appendix): CTpoka 6uTt, dopmupyemasi 3 LmcpoBor NONNCH 1 NPOU3BOSIBHOMO
TekcToBoro nonsa (MCO/M3K 148881-1 [3]).

3.1.2 kno4 noanucum (signature key): AnemMeHT cekpeTHbIX AaHHbIX, CneundUYHbIN Ana cybbekTa u
MCMosnb3yeMblii TONbKO AaHHBIM CyObLEKTOM B nNpoLiecce hopMMpoBaHMs LIMPOBOI NOAMMCH
(MCO/M3K 14888-1 [3)).

3.1.3 knto4 npoBepku (verification key): OnemMeHT AaHHbIX, MaTeMaTUYeCKN CBA3AHHbIN C KIHOYOM
NOANUCY 1 UCTIONb3YEMbIV NPOBEPSIIOLLEN CTOPOHOW B MPOLIECCE NPOBEPKM LMpoBON Noanmcu
(MCO/M3K 14888-1 [3]).

3.1.4 napameTp cxembl UI (domain parameter): SnemeHT faHHbIX, OOLWMIA ANs BceX CyObeKkToB
CXeMbl LMGPOBON NOAMUCK, N3BECTHbLIV UK OOCTYNHbIM BceM aTUM cybbektam (MCO/MOK 14888-1

[3])-

3.1.5 nognucaHHoe coobleHue (signed message): Habop anemMeHToB AaHHbIX, COCTOALLMI U3
COOOLLEHNS N AOMNOMHEHUS, ABNSAOLLErocsl YaCTblo COOOLLIEHUS.

3.1.6 nocnepgoBaTenbLHOCTbL NceBAoCyYanHbIX Yncen (pseudo-random number sequence):
MocnepoBaTenbHOCTL YMCer, NOMyYeHHas B pe3ynbTaTte BbINOMHEHNST HEKOTOPOro apudMeTUYECKOro
(BBIMMCAINTENBHOrO) NpoLiecca, Ucrnornb3yemas B KOHKPETHOM Crlyyae BMECTO NocrneaoBaTenbHOCTU
cnyyanHblx yncen (MCO 2382-2 [1]).



3.1.7 nocnegoBaTenbHOCTb Crny4YanHbIX Yncen (random number sequence): lNMocnegoBaTenbHOCTb
YnUCen, KaKaoe U3 KOTOPbIX HE MOXET ObITb NpeAcka3aHo (BbIYMCINEHO) TOMbLKO HA OCHOBE 3HaHUS
npeaLLecTBYOLLMX eMy Yucen gaHHon nocnegosatensHocty (MCO 2382-2 [1]).

3.1.8 npouecc npoBepku nognucu (verification process): Npouecc, B ka4eCcTBe NCXOOHbIX AaHHbIX
KOTOPOro MCMonb3yTCA NOANMCAHHOE COOBLLEHME, K4 NPOBEPKN U NapameTpbl cxembl QLM n
pesynbTaToM KOTOPOro SIBMISIETCSA 3aKNoYeHNe O NPaBUNbHOCTU U OLLIMBOYHOCTM LLMdPOBOW NOANUCH
(MCO/M3IK 14888-1 [3]).

3.1.9 npouecc chopmupoBaHusa nognucum (signature process): lNpouecc, B Ka4ecTBe UCXOOHbIX
AaHHbIX KOTOPOro MCMONb3YTCS COOOLLEHME, KoY NOANMCK U napameTpbl cxembl OLUIM, a B
pesynbTtaTe hopmupyeTcsa umdposas nognuck (MCO/MIK 14888-1 [3]).

3.1.10 cBuaeTenbCTBO (Withess): QnemMeHT AaHHbIX, MPeaCTaBNSALWNA COOTBETCTBYHOLLEE
A0Kas3aTenbCTBO JOCTOBEPHOCTU (HEQOCTOBEPHOCTN) nognucy nposepstoLlern ctopoHe (MCO/MIK
14888-1 [3]).

3.1.11 cny4anHoe uucno (random number): Yucno, BeilbpaHHOe U3 onpegeneHHoro Habopa vmcen
Takum ob6pasom, YTO Kaxkaoe YNCIOo 13 AaHHOro Habopa MOXET ObITb BbIOPaAHO C OAMHAKOBOW
BeposATHOCTbIO (MCO 2382-2 [1]).

3.1.12 coobweHune (message): Ctpoka 6ut orpaHmnyeHHon anunel (MCO/M3IK 9796 [2]).

3.1.13 xaw-kopA (hash-code): CTpoka 6uT, aBnsaLWwascsa BbIXOAHbIM pe3ynbTaToM X3LW-OyHKUUN
(MCO/M3K 148881-1 [3]).

3.1.14 xaw-c¢pyHkumaA (hash-function): dyHkuMs, oToOpakatoLLas CTPOKM BUT B CTPOKM BUT
GMKCMPOBAHHOW ASIMHbI M yO0BETBOPSAOLLAA CNeayroLwmuM CBOMCTBaM:

1) No 4aHHOMY 3HaYeHMI0 PYHKLMM CIIOXHO BbIMUCIUTL UCXOAHbIE AaHHbIE, OTOOPaXeHHbIE B 3TO
3Ha4YeHue;

2) ons 3afaHHbIX UCXOAHbIX AAHHbIX TPYAHO HAWTW OpPYrMe UCXOAHbIe AaHHble, OTobpaXkaemble C TeM
Xe pesynbTaToMm;

3) TPyAHO HaMTK Kakyto-nNnbo napy UCXOAHbIX OAaHHbLIX C OAMHAKOBbIM 3Ha4YeHMeM X3LU-pyHKUUN.

MpumeyaHue - MNpumennTensHo kK obnacty SLUIM ceonctBo 1 nogpasymeBaeT, 4TO No n3secTHom SLUM
HEBO3MOXXHO BOCCTAaHOBUTL MCXOOHOE COOOLLEHNE; CBOMCTBO 2 NogpasyMeBaeT, YTo ANs 3a4aHHOro
noanMcaHHoOro coodLeHns TpyaHo nogobpaTth apyroe (dhanscnduumnpoBaHHoe) coodLLeHNE,
nmetoLee Ty xxe LI, cBONCTBO 3 nogpasymeBaeT, YTo TPyAHO nogobpaTth kakyro-nnbo napy
COOOGLLEHNIA, UMEIOLLMX OAHY WU TY e NOAMNNUCH.

3.1.15 [anekTpoHHas] umdpoBasa nognuck (digital signature): Ctpoka 61T, nonyyYeHHas B pesynbTarte
npotiecca bopmMmpoBaHus nognucu. [laHHasa CTpoka MMeET BHYTPEHHIOK CTPYKTYPY, 3aBUCSLLYHO OT
KOHKPETHOro MexaHn3ma popMUpoBaHus Noanucu.

MpumeyaHue - B HacTosilLeM cTaHaapTe B LENSAX COXPaHEHNS TEPMUHONOMMYECKON NPEEMCTBEHHOCTH
C AENCTBYIOLLMMN OTEYECTBEHHbIMM HOPMATUBHbLIMU JOKYMEHTaMu U onyo6nkoBaHHbIMU Hay4HO-
TEXHUYECKMMN N3O0AaHNAMWN, YCTAHOBIIEHO, YTO TEPMUHBI "LMdpoBast MOANMCL" 1 "3aNeKTPoHHas
uncpposasi nognmck (SLUIM)" aBnaTcsa CMHOHMMaMK.

3.2 O00o3HaUYeHUA
B HacTodlemM CTaHgapTe NCnoJsib3oBaHbI crieayowine 0603Haqu|/|;|:

V556 - MHOXXECTBO BCEX ABOUYHbIX BEKTOPOB AMMHOM 256 OuT;



V. - MHOXECTBO BCEX 4BONYHbIX BEKTOPOB NPON3BOSIbHON KOHEYHOW OUHbI;

Z - MHOXECTBO BCEX LieNbIX YnCen;

p - IpOCTOE 4Ymncro, p > 3;

F , - KOHeYHOoe nNpocToe rnorne, NpeacTaBnsAemMoe Kak MHOXeCTBO 13 p uenbix uncen {0, 1,..., p - 1};

b (mod p) - MMHMMarnbHOEe He oTpuUaTeNbHOE YNCHOo, CPaBHUMOE ¢ b Mo Moaynto p ;

M - coobLleHne nonb3oBaTens, MeV, :

(El | Eﬂ:’ - KOHKaTeHaums (00beanHeHNE) ABYX ABOUYHbIX BEKTOPOB;
a, b - k03(pUUMEHTbI INNNNTUYECKON KPUBOM;

M - NOPSALOK rpynnbl TOYEK ANSIUNTUYECKON KPUBOW;

g - NOpsA8OK NOArPyNMbl rPYnnbl TOYEK SMAMNTUYECKON KPUBOW;

O - HyneBasi TOYKa ANMMNTUYECKOW KPUBOWA;

P - Touka annunTUYeckon KpnBoK nopsagka g ;

d - Luenoe 4ncno - KNy NOANUCH;

Q - ToYKa ANNUMNTUYECKON KPUBOW - KIHOY NMPOBEPKY;

-
4 - umpposas noanuck nof cooblueHnem M .

4 O0uIue MoJI0KeHud

O6wenpuaHaHHaga cxema (Mmogenb) undposor noanucu (cm. 6 MCO/M3K 14888-1 [3]) oxBaTbiBaeT Tpu
npouecca:

- reHepaums Kroyen (Nognucy 1 NpoBeEPKK);
- (hbopmumpoBaHue noanmcy;
- NpoBepKa noan1cu.

B HacTosiem ctaHgapTe NpoLecc reHepaumm Knoyeit (MoANMCYU U NPOBEPKM) HE PaCCMOTPEH.
XapakTepucTVKM 1 cnocobbl peanu3aummn 4aHHOTo NpoLecca onpeaensitoTcs BOBMEYEHHbIMU B HETO
cyGbeKkTamu, KOTopble YyCTaHaBNMBalOT COOTBETCTBYHLLME NapaMeTpbl MO B3aUMHOMY COrNacoBaHuIo.

MexaHn3m LundpoBOI NOANMCU ONpeaensieTcst TOCPEACTBOM peanv3aunm AByX OCHOBHbIX NPOLIECCOB
(cm. pasgen 6):

- bopmupoBaHme nognucu (cm. 6.1);

- npoBepka nognucu (cm. 6.2).



Lindpposas nognucb npegHasHayeHa ans ayreHTudmkaumm niua, noanmcasLLEro 3f1EKTPOHHOE
coobuweHune. Kpome Toro, ucnonssosaHne 3L npegoctaBnsieT BO3MOXHOCTb 06ecneunTs crieaytoLme
CBOWCTBa Npu nepegayve B cMCTEME NOANMUCAHHOIO COOBLLEHNS:

- OCYLLECTBUTb KOHTPOJIb LIENTOCTHOCTU NepeaaBaemMoro noannmcaHHoro coooLLeHus,
- loKasaTenbHO NOATBEPANTb aBTOPCTBO NiLIA, NOANNCABLLEro coobLLeHe,
- 3aLlUMUTUTb COOBLLEHNE OT BO3MOXHOW MOAAENKN.

Cxematuyeckoe npeacraBneHve noanmcaHHoro cCoobLLEeHNS NMoKa3aHo Ha pUCYHke 1.

JononHeqwe
.

CooBuervwe M Lindposan nogaunce Texct

L

PucyHok 1 - CxeMa nognmMcaHHOro coooLeHums

Mone "TekcT", NnokazaHHOE Ha JaHHOM PUCYHKE M AoNofHgaLee none "undpoas No4NUCL", MOXET,
Hanpumep, cogepXxaTtb NOeHTUdNKATOPbI CyObEKTa, MOANMCaBLLErO COOBLLEHNE, U/UITN METKY
BPEMEHM.

YcTaHOBMNEHHas B HACTOSILLEM CTaHOapTe cxema UndpoBoi Noanncy AormkHa 6biTe peanvsoBaHa ¢
MCMNONb30BaHNEM onepauuii rpynnbl TOYEK SMMUNTUYECKOW KPUBOW, OnpeaeneHHoN Haa KOHEYHbIM
MPOCTbLIM MOMeM, a Takke XaLLU-(YHKLNN.

Kpuntorpaduyeckasa CTOMKOCTb JaHHOW CXeMbI LMGPOBOKM NOAMNCY OCHOBLIBAETCS Ha CITIOXHOCTU
peLleHns 3aia4un UCKPETHOro fiorapudmMuUpoBaHns B rpynne To4ek 3rnmnnTUuY4eCcKon KpMBOK, a Takxe
Ha CTOMKOCTM UCMOMb3YEMOWN X3aLU-PYHKUMN. ANFOPUTM BbIMUCAEHNS X3L-YHKLUN YCTAHOBMEH B
FOCT P 34.11.

MapameTpbl cXxeMbl LMPOBOM MOANUCK, HEOOX0AMMbIE OIS ee (DOPMUPOBAHUS U NMPOBEPKMU,
onpegeneHsl B 5.2.

CtaHgapT He onpeaendeT NpoLecc reHepauum napaMmeTpoB cxembl LudpoBor nognmcn. KOHKpeTHbIn
anroputm (crnocob) peanusaumm 4aHHOrO NpoLecca onpenensieTcs cydbekramm cxembl LMGPOBONA
noanucy ucxoas M3 TpeboBaHui K annapaTtHO-NPorpaMMHbIM CPEeACTBaM, peanuvayoLLnM SMeKTPOHHbIN
AOKYMEHTOOO0pPOT.

Lincdposas noanuck, NnpeacTaBrneHHasa B BUAE ABONYHOMO BEKTOpA ANNHOM 512 6uT, fomkHa
BbIYNCIIATLCS C NOMOLLLIO OnpeaeneHHoro Habopa npaswun, U3NoXeHHbIX B 6.1.

Habop npaBwun, no3BonsioLwmx nnbo NpuHATL, NGO OTBEPrHYTb LIMAPOBYIO NOAMUCH NOA NOMYyYEHHbIM
cooOLeHneM, yCTaHOBIEH B 6.2.

5 MartemaTnuyeckHe COrJaanieHus

[ns onpegenenunsa cxembl LMPOBON Noanmcn Heobxoammo onucatb 0a3oBble MaTtemMaTU4eCKMEe
00BbEKTBI, MCMONb3yeMble B MpoLeccax ee opMmMpoBaHus 1 NPoBepkn. B gaHHOM pasgene
yCTaHOBIEHbI OCHOBHblE MaTeMaTu4eckue onpegeneHnst u TpedoBaHus, HaknagbiBaemMble Ha
napameTpbl CXeMbl LMPPOBON NOAMUCHU.



5.1 MaremaTu4eckue onpejae/ieHus

MycTb 3agaHo npocToe umcno p > 3. Toraa aanunmuyeckol Kpueol E , onpeaeneHHON Hag KOHEYHbIM

F (xy).xyEF,
MPOCTLIM NOMEM ~ ¥, Ha3bIBAETCA MHOXECTBO Nap yucen , YOOBMNETBOPSIOLLMX
TOXOECTBY

1_ 3
¥ =27+ ax+ b{mod g,
@

3 2

roe @b ey, 4% + 270 o CPaBHUMO C HyreM Mo MOAYMHo P .

VHBapraHTOM aNnMNTUYECKOM KPUBOW HasbiBaeTcd BennyuHa J(E) , yooBneTsopstoLas ToX4eCcTBY

A

J(E) =1728— 2% (mod p).
= 107 + 27 o)

)

KoadbdomumeHTsl a, b annmntuyeckon kpuson E , no nssectHomy nHeapmaHty J(E) , onpeaendatorca
crnepyowmmM obpasom

g = 3kimod p),

=&(modp}, J{E} = |:|
roe 1728-J(&) mnn 1728.

b =2k(mod p),

®3)

Mapsbl (X, ) , yaosneTeopstoLwwme ToxaecTtsy (1), HasbIBalOTCA moykamu aaaunmuyeckol Kpusod E ; x
N y - COOTBETCTBEHHO X - 1 Y -KOOPAMHATAMM TOYKM.

Toukn annunTnyeckon kpnsom byaem obosHavatb Q(x, y) unmn npocto Q . [IBe TOYKM aNAMNTUHECKON
KPVBOW paBHbI, €CNY paBHbl UX COOTBETCTBYIOLLNE X- U ¥ -KOOPAMHATHI.

Ha MHOXecTBe Bcex TOYekK annmMnTUYecKor KpmBoi E BBegem onepauuio CnoxeHusl, KOTopyto byagem
0603HavaTb 3Hakom "+". [Ins AByX NPOuU3BOSIbHbLIX ToYeK Q1 (X1, y1) M Q2 (X2, Y2) SNAUNTUYECKON KPUBOW
E paccmoTpyM HECKOMNBKO BapuaHTOB.

MycTb KoopanHaThl Tovek Q1 1 Q, YAOBMETBOPSIOT YCIIOBUIO X1 ¥ X,. B 3TOM criyyae nx cymmorn 6yaem
HasblBaTb TOYKY Q3(X3, Y3) KOOPANHATLI KOTOPOK ONPEAENATCA CPABHEHUSAMM

% = A —x - x,(mod p), -
? v 1= 22 M ined gy,

Alx = x3) _J"l(mo'dp:',me Xy T X

N
4)

= = a
J1A BbIMOJTHEHbI BEHCTB n , T npenennm K AONHATblI TOYKUN 3
Ec ofHe aBeHcTBa ¥1 = Xap K1 T Mz 0 0 onpeae 00 a (o)
crieqyoLmM o6pasom



% = A% 2% (mod 2, 2
3 1 r) g 3x +a(modp)_

¥y = Alx — x5) — )y (mod p), rae ’ 2y

(5)

B cniyyae, koraa BbIMNOMHEHO YCIOBUE X 1 =X, MY 1 = -y, (Mod p ) cymmy Todek Q 1 1 Q ,; Byaem
Ha3sbIBaTb Hys1esol moykol O , He onpedenss ee x - U y -koopauHaTtbl. B aTom cnyvae Touka Q »
HasblBaeTca ompuyaHuem Touku Q ;1. [na Hynesow Toukn O BbINOMHEHbI PaBEHCTBA

Q+0=0+Q=Q,
(6)
roe Q - Npom3BObHAdA ToYKa ANNMATUYECKON KpmBOn E .

OTHOCUTENBHO BBEAEHHOW Onepaunm CRoXeHUs MHOXECTBO BCEX TOYEK ANNUNTUYECKON KpmBoW E
BMECTE C HYNEBOW TOYKOM, 06pasyoT KOHEYHY0 abeneBy (KOMMYTaTUBHYHO) rpynny nopsiaka m , Ans
KOTOPOro BbINOMIHEHO HEPABEHCTBO

prl-2fp <mip+i+2fp

()

Touka Q HasblBaeTCHA TOYKOM KPATHOCTM K , M MPOCTO KpaTHOW TOYKOW SNSIMNTUYECKON KpUBOW E ,
€CNu Ansi HEKOTOPOW TOYKM P BbINOSTHEHO PaBEHCTBO

Q=F+. +FP=kF

k
(8)
5.2 [TapameTpsl HU(PPOBOM MOANIUCH

MapameTpamu cxembl LUPOBOM NOANUCK ABMAIOTCS:

< . 255
- MPOCTOE YMCIO P - MOAYIb ANNUNTUYECKON KPUBOK, YAOBMNETBOPSIOLLEE HEPABEHCTBY p > 277
BepxHsia rpaHuua gaHHOro YynMcna AormkHa onpeaensaTbes Npy KOHKPeTHOW peannsalimn CXembl
UMdpoBOK NoAnucy;

be ¥
- ANNUNTMYecKas Kpueas E , 3agaBaemas cBoMM MHBapuaHToM J(E) nnm koadumumeHtamm a, ¥

- ueroe 4Yncrio m - nopaaokK rpynnbl TOHMEK ANNUNTUYECKON KpVIBOl7I E;

- MPOCTOE YMCNO [ - NOPAAO0K LIMKNNMYECKOW NOArpYNNbl Fpynnbl TOYEK SNNMNTUYECKOM Kpuson E, ans
KOTOPOrO BbINOMHEHbI CrieayoLme YCroBus:

m=ng nci nzl
o254 <q<2256 '

9)



. y X,
- Touka P # O annuntuyeckon Kpmeon E , ¢ koopanHatamum ( ? ‘y?’)

=O,

, YOOBreTBopsiioLLas paBeHcTBY qP

ROV V, — Vm:
- X3LW-YyHKLUMSA w oToOpaxatowas coobLeHns, NpeacTaBneHHble B BUAE OBONYHbIX
BEKTOPOB NPOM3BOSIbHON KOHEYHOW AJTMHbI, B ABOMYHbIE BEKTOPA AJMMHbI 256 6UT. X3ww-yHKLMS
onpegeneHa B FOCT P 34.11.

KaxgbIn nonb3oBaTesb CXeMbI LI.I/ICt)pOBOVI nognucu gormkeH obnagatb NUYHLIMK KIOYaMMU:

- KIMOYOM MOANUCHU - LienbiM Ymcnom d , yAoBrAeTBOpSAoLWMM HepaBeHeTBY 0 <d < ;

. . . K
- KIMOYOM MPOBEPKM - TOYKOW SMNUMTUYECKON KpUBOM Q ¢ KoopauHaTamu (= 7,)

paBeHcTBY dP = Q.

, YOOBIETBOPSIOLLEN

Ha npvBeaeHHble Bbille napameTpbl CXeMbl LMPOBON NOAMNUCU HaKNaabIBaTCS criedyoLme
TpeboBaHus:

s
- [OIDKHO BbITb BbINOMHEHO ycroBue £ ™ l{mod p), ons Bcex uenbixt=1,2, ... B, roe B
yOOBNeTBOPSiET HepaBeHCTBY B 231;

- AOMKHO ObITb BbINOMIHEHO HEPABEHCTBO M =P ;
- UIHBaApUWaHT KpMBOK AOMKeH yaoBneTsBopsTb ycnosuto J(E) = 0 nnn 1728.
5.3 1IBOMYHbIE BEKTOPbI

[nsa onpegeneHns npoLeccoB hopMMpPOBaHUS 1 NPOBEPKM LIMGIPOBOM MOANUCU HEOOXOANMO
YCTaHOBUTb COOTBETCTBME MEXAY LIeNbIMU YACIAMN U ABOUYHBIMW BEKTOPaAMU ANNHbI 256 6uT.

PaccmoTpum crneayoLwmin ABOMYHBIN BEKTOP ANMHON 256 61T, B KOTOPOM Mraawne ouThbl
pacrnonoXeHbl cripaea, a cTaplLuue - criesa

.3; = I(.'.‘J;jjj,..., t‘%),EE }rjjﬁ:

(10)
roe % ,1=0, ..., 255 paBHo nu6o 1, nu6o 0. Byaem cumTathb, YTO Yncno & = Z coomeemcmeyem
OBOVYHOMY BEKTOPY ;3’ €CNW BbIMOSTHEHO PaBEHCTBO

255 _
= Z .'.%' 2!.
iml]
(11)

3 d
[nsa aByx ABOUYHbLIX BEKTOPOB o 2, COOTBETCTBYIOLUMX LIEMbIM Ynicnam & 47 onpeaenum
onepavumio KoHkaTeHaumm (06beanHeHns) cnegyowmm obpasom. yctb

.321 = (11555,..., a?,':,jl,
By = (s 45D,



(12)

Toraa nx obbeaguHeHne NveeT BUA

My |y = (ssos s ssee 45)
(13)

1 npeacraBnseT cobon ABOUYHbIA BEKTOP ANNHON 512 GUT, COCTaBMNEHHbIN N3 KO3hHULMEHTOB

BEKTOPOB Py By

C [pyroii CTOPOHbI, NpUBEAEHHbIE (DOPMYIbl ONpeaenstT cnocob pa3breHns ABOUYHOro BeKTopa

’E?nnleon 512 6uT Ha OBa OBOUYHbIX BEKTOPA ANNHON 256 BUT, KOHKaTEHALMEN KOTOPbIX OH ABMSIETCS.

6 OcHOBHBIE MPOIECCHI

B naHHoM pasgene onpeaeneHbl Npouecchbl GoOpMUPOBaHUA 1 MPOBEPKN LMGPOBOIM NOgNUCK Nog
coobLeHeM nonb3oBaTensd.

[na peanu3aumm gaHHbIX NPOLECCOB HEOOX0AMMO, YTOObLI BCEM MOrb3oBaTensiM Oblnn N3BECTHbI
napamMmeTpbl CXeMbI LIMGPOBON MOANUCK, yOOBMNETBOpsOLMeE TpeboBaHusaM 5.2.

Kpovvle TOro, KaXKabll NONb30BaTENb JOIMKEH MMETb KNtoY noanmcy d u Koy NnpoBEPKN noanncu

Lixg.v,)

, KOTOpble Takke AOMKHbI yA0BNEeTBOPATb TpeboBaHusm 5.2.

6.1 ®opmupoBanue HU(PpPOBOI MOANUCH

[na nonyyeHnsa undpoBon nognucu nog, coodieHmem MeV,

aencteug (warn) no anroputmy |.

HeobXxoaQUMO BLIMOINHUTL criedytoLmne

Lar 1 - BbIMMCIIUTb X3LU-KOA, CO0bLLEeHUSN Mk = ).

(14)
LLar 2 - BblMMCANTL Lierioe Ynchno a, ABOUYHbBIM NpeacTaBreHeM KOTOPOro SIBASIETCS BEKTOP ’E, n
onpenenntb

e = 2(mod 2l

(15)
Ecnn e =0, To onpegenntb € = 1.
LWar 3 - creHepupoBaTh criyyanHoe (nceegocrnyyanHoe) Lenoe ducno kK , ygoeneTtsopsitoLlee
HepaBeHCTBY

O<k<q.
(16)

LWar 4 - BblunCnIUTb TOYKY annunTudeckon kpueor C = kP n onpegenuts



r=x (mod g),
(17)

roe *z- x -koopamHata Toukm C . Ecrmr =0, To BEPHYTbCSA K Lwary 3.
LLar 5 - Bbl4MCNnTb 3Ha4YeHne
&= ipd +ke)lmodg).

(18)

Ecnn s = 0, To BEpHYTbCH K Wary 3.

LLlar 6 - BLIMMCINTL [BOWNYHbIE BEKTOPbI 7 U & | COOTBETCTBYIOLWME I U S , U ONPEAEnUThL LNPOBYIO

= (F || &
nognuck ) KaK KOHKaTeHaLu o ABYX ABOUNYHbLIX BEKTOPOB.

McxoaHbIMM AaHHBIMK 3TOro Npolecca ABnsATCs KoY nognucu d u noanuceiBaeMoe cooblieHne M,
-
a BbIXOAHbIM pe3ynbTaToM - LiudpoBas noanuck & .

CxemaTtunyeckoe npegcraBreHne npouecca hopMnpoBaHms LMdpoBOr NOLANUCK NPUBEOEHO Ha
pUcyHke 2.



Hexogrmie gaHHbe
(coobiueHwe M W Kmoy

nogncd o)

MNpouece hopMUWPOBaHWA
noganucK

Lar 1 - BuidMEneHKe Xa-hyHKLAK

{

Lar 2 - epqMcneHse CL W onpenene-
HHE &

Y

{ar 3 = BrMUChEHWE K

L]

lar 4 — auMMCNEHWe TONKW 3nNWn-
THueCcKoR kpusoi C = kP, r=x (modq)

f 3

Oa

1ar § = BeMUCNeHWE 5
H HE
Het

War 6 = cnpeneneswe LWHPOBORA
nognucs £

|

Bexoarol peayneTar
{undbpoBan nognuee)

PucyHok 2 - Cxema npouecca bopMmnpoBaHus unudpoBoKr Nognucu
6.2 IIpoBepka uudpposoi nognucH

- =
[ns npoBepku undpoBon nognucK £, nog nNony4eHHbIM coobeHnem M HeoBx0AMMO BbINONHUTL
crnepylowme genctens (warun) no anroputmy Il

o -
LWar 1 - no nony4eHHOM NoANMCK & BbIMUCIUTL Lernble Yucna r n s . Ecnv BbinonHeHbl HepaseHcTBa 0
<r<q,0<s<q, TO NepenTu K creaywLliemy wary. B npoTmBHom crnyyae nognucb HEBEPHA.

LWar 2 - BbIMUCIINTD X3LU-KOA NOSTyYEHHOro coobwenns M
B o= h(A),

(19)



LLar 3 - BbIMUCANTL LIENOE YMCHO &, ABOUYHBLIM NPEeACcTaBneHneM KOTOPOro ABAETCS BEKTOp & , 1
onpenenntb

g = 2(modag).
(20)
Ecnu e =0, To onpegenutb € = 1.
LWar 4 - Bbl4MCIINTL 3HaYeHne
v= e mod g).
(21)
LWar 5 - BblMMCANTbL 3HAYEHUS
z; Eavimodg), 2, = —rvimodg)
(22)
LWar 6 - BblMMCANTD TOYKY IIMUMTUYECKON KPUBON U=z +z0 n onpegenutb
R=x (mod g),
(23)

roe “¢- x -koopanHaTta Touku C .

LLar 7 - ecnv BbINOMHEHO paBeHCTBO R =1, To NoAnnch NPUHUMAaETCS, B MPOTUBHOM Cry4yae, Noanuchb
HeBepHa.

VicxogHbIMM AaHHbIMK 3TOrO NpoLecca ABNATCA noanncaHHoe cooblleHne M, undposas nognmuch I ,
1 KoY NpoBepkn Q, a BbIXOAHBbIM pe3ynbTaToM - CBUAETENbCTBO O JOCTOBEPHOCTU UK OLLMBOYHOCTH
JaHHOW noanucu.

CxemaTtnyeckoe npeacTtaBneHne npouecca NpoBepku LMdpOBON NOANUCK NPUBELEHO HA PUCYHKE 3.



MexoaHee faHHLIe (Lndposan
NOAAWMCE §, NGNyYeHHoe Cond-
weHde bW ey
npoeEepsd )

MpouBcs MpoBEpKM 4

MOANMCA i

War 1 — equcnaHMe rv $no
NOITyYEsHoE rognwes £

D<reg Hear
0<s<g Noanuce HesepHd

Oa

War 2 — BiMHeneHHe Xati-ryHeLmus
NEMy-eHHOMD coobuerua M

y

War 3 — BbMHCNEHWE CL W
CNpEAETEHAE &

Y

LWar 4 — anyucnaHwe v

|

LWaf § — B4vHcneHWs Mz

'

LWar § — BEYACHEHHE TOWKW IMui-
Trdeckod kpusoid C = 2,P + 2,0

¥ onpagenaswe R

Her
R=r -
Mognuce HEBepHa

|r

Brixoamon peayneTar
{nagnuce BepHa)

Ewxog M3 npougcca npo-
BEPEM & OTPULATENBHEIM
PRIYNBTATOM

PucyHok 3 - Cxema npouecca npoBepku LmpoBon nognmcu

HPUJIO’KEHUE A

(cmpaBo4HOeE)
[ononHutenobHble TepMuHbI B 06nactu OUI

B HacTosilem npurnoXeHmn npmneeaeHbl OOMNOJTHUTENbHbIE MEXOYHAaPOAHble TEPMUHbI, MPUMEHAEMbIE B
paCCManVIBaeMOVI 1 CMEXHbIX 0bnacTsix.

A.1 3anonHeHue (padding): JononHeHne CTPoKN AaHHbIX NUWHUMK 6utamm (MCO/M3IK 10118-1 [6]).
A.2 npeHtudpukaumoHHble gaHHble (identification data): lNocnegoBaTenbHOCTb 3N1IEMEHTOB JaHHbIX,

BKITHOYAsA OTNMYMTENbBHbIM aeHTUMKaTOp 06bekTa, NpuHagnexalliasi o00bekTy 1 ncnonbdyemas ans
ero obosHa4veHns (MCO/M3IK 148881-1 [3]).



A.3 ypaBHeHue undpoBon noanucu (signature equation): YpaBHeHue, onpegensemoe yHKUnen
undpposor nognmcn (MCO/MIK 148881-1 [3]).

A.4 dyHkuma npoBepkum (verification function): dyHkUMS npoLiecca NpoBepku, onpeaensemasi Knovom
NpoBepPKY, BblatoLasi B Ka4ecTBe pe3ynbTaTta BblYMCIIEHHOE 3HaYeHre CBMAeTEeNbCTBa O
poctosepHocTy nognucn (MCO/MBK 148881-1 [3]).

A.5 ¢pyHKUMA undpoBon nognucu (signature function): PyHkums B npouecce opMUpPOBaHUS
noanucu, onpeaensieMas Krno4YoMm Noanucu 1 napametTpamu cxembl UMM, OTa dyHKUMSA B kKavecTBe
WCXOAHbIX OaHHbIX NOy4YaeT YacTb UCXOAHbIX AaHHbIX 1, BO3MOXHO, (DOpPMUpPOBaTESb
nocreoBaTeNbHOCTM NCEBAOCYYaNHbIX YMCEN (paHaoMM3aTop), a B pesyrbTaTe BblAaeT BTOPYH
YyacTb LMdPOBON NOAMUCHK.

NMPUNOXXEHWUE b
(cnpaBoyHoe)
KoHTpOnbHbIM Nnpumep

[laHHOE MPUNOXEHNEe HOCUT CNPaBOYHbIN XapaKkTep 1 He SIBNSIETCH YacTbio cTaHaapTa. lNpuBoanmMbie
HWXe 3Ha4YeHust napameTpoB p, a, b, m, g, P, a Takke 3Ha4YeHus Kntovern noanucu n nposepkn d n Q
peKkoMeHOYyeTCHA NCMONb30BaTb TOMBbKO 4SS NPOBEPKN KOPPEKTHON paboTbl KOHKPETHOW peanm3aumm
anropuMTMOB, ONUCaHHbIX B HACTOSLLIEM CTaHAapTe.

Bce uncnoBble 3Ha4YeHUs NpuBeaeHsl B AECATUYHON U LeCTHaALaTePUYHOM 3anucy. HUKHWUI nHOeKC B
3anucu yncna o6o3HaYaeT OCHOBaHWE CUCTEMbI cuncrieHnsi. Cumson "\\" o6o3HayYaeT nepeHoc Yyucna
Ha HOBYIO CTpOKy. Hanpumep, 3anucb

12345\
6789040
499602D2,6

npeactaenseT uenoe yucno 1234567890, cOOTBETCTBEHHO, B AECATUYHON U LLECTHaLATEPUYHOMN
CUCTEMAX CYMCIIEHUS.

B.1 MapameTpbl cxembl LU poBOM NoanNUcHU

[na doopmmnpoBaHnsi U NPOBEPKM LUAPOBOI NOANUCH A0SKHbI ObITb MCMONMb30BaHbI CrieayoLme
napameTpbl (cm. 5.2).

B.1.1 Mogyrnb annMnTnyeckon KpBon
B gaHHOM nprvmMepe napamMeTpy p NPUCBOEHO CrneaytoLlee 3HayYeHue:
p =57896044618658097711785492504343953926\\
634992332820282019728792003956564821041 4
p =8000000000000000000000000000000000000000000000000000000000000431 44
B.1.2 KoathnumneHTsl annmnTn4ecKomn Kpneom

B naHHom npuMmepe napameTpbl a n b NPpUHMMAaloT criegyrumne 3Ha4vyeHuns:



a="7p
a=17
b = 43308876546767276905765904595650931995\\
942111794451039583252968842033849580414 4,
b = 5SFBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCEODAE23BTE 154
b.1.3 Nopsaok rpynnbl TOMEK ANAANATUYECKON KPUBON
B paHHOM npyvMepe napaMeTp m NpUHMMaEeT creaylollee 3Ha4YeHue:
m = 5789604461865809771178549250434395392\\
7082934583725450622380973592137631069619 44
m = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3 16
b.1.4 MopsaoK uMKMyYeckon NoArpynnbl rpynnbl TOYEK ANANATUYECKON KPUBON
B paHHOM npyMepe napameTp ¢ NpMHUMaeT crneayloLlee 3Ha4YeHue:
g =5789604461865809771178549250434395392\\
7082934583725450622380973592137631069619 44
g = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3 46
B.1.5 KoahdunLMeHTbI TOUYKM 3NNNATUYECKON KPUBOK

B naHHOM npumepe KoopanHaThl TOYKU P MpUHMMALOT CrieayoLme 3HauyeHus:

X
F:Zlo

X
F:216

Y¥ = 40189740565390375033354494229370597\\

75635739389905545080690979365213431566280 19

V¥ = 8E2ABAOE65147D4BD6316030E16D19\
C85C97FOA9CA267122B96ABBCEATEBFCS ¢
b.1.6 Kntoy noanucu
B naHHOM npumepe cunTaeTcs, YTO Nonb3oBaTtens obnagaeT criefyowWwmnm Knoyom noanucu d:
d = 554411960653632461263556241303241831\\

96576709222340016572108097750006097525544 14



d = 7TA929ADE789BB9BE10ED359DD39A72C\
11B60961F49397EEE1D19CE9891EC3B28 14
B.1.7 Kntou npoBepku

B maHHOM npuMmepe cHnTaeTcqd, 4TO NMoJib3oBaTeslb obnagaeT kno4yom npoBEpPKU Q, KoopAauHaThbl
KOTOpPOro MMerT crneayruine 3Ha4eHn4:

%4 = 57520216126176808443631405023338071\\

176630104906313632182896741342206604859403 4

%4 = 7F2B49E270DB6DIODS5I5BECA58B5\

0C58585BAID4E9B788F6689DBDSES6FD80B 16

Y4 = 17614944419213781543809391949654080\

031942662045363639260709847859438286763994 19

Y4 = 26F1B489D6701DD185C8413A977B3\
CBBAF64D1C593D26627DFFB101A87FF77DA 16
B.2 MNMpouecc hopmnpoBaHusa umucpoBon nognucu (anroputm l)

MycTb nocne BbinonHeHus waros 1 - 3 no anropuTmy | (6.1) BbINy NonyyYeHsbl criegyoLwme YNCNoBbIe
3HaYeHus:

e =2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421 1,
e = 2DFBC1B372D89A1188C09C52E0OEE\\
C61FCE52032AB1022E8E67ECEG6672B043EES 46
k = 538541376773484637314038411479966192\\
41504003434302020712960838528893196233395 1,
k =77105C9B20BCD3122823C8CF6FCC\
7B956DE33814E95B7FEG4FED924594DCEABS3 15

Mpu aTom kpaTHast Todka C = kP nmeeT kKoopanHaThl:

*:= 297009809158179528743712049839382569\\

90422752107994319651632687982059210933395 19



*o= 41AA28D2F1AB148280CD9ED56FED\

A41974053554A42767B83AD043FD39DC0493 44

Ye= 328425352786846634770946653225170845\\

06804721032454543268132854556539274060910 1

Ye= 489C375A9941A3049E33B34361DD\\
204172AD98C3E5916DE27695D22A61FAE46E 16
MapameTp r = x (mod q) NpMHMMaEeT 3Ha4YeHue:
r =297009809158179528743712049839382569\\
90422752107994319651632687982059210933395 14
r=41AA28D2F1AB148280CD9ED56FED\\
A41974053554A42767B83AD043FD39DC0493 16
MapameTp s = (rd + ke) (mod q ) npuHUMaET 3HaYeHMe:
s = 57497340027008465417892531001914703\\
8455227042649098563933718999175515839552 4
s = 1456C64BA4642A1653C235A98A60249BCD6D3F746B631DF928014F6C5BFIC40 14
B.3 MNMpouecc npoBepku unugposon nognucu (anroputm Il)

MycTb nocne BbiNonHeHus waroe 1 - 3 no anroputmy Il (6.2) 6bi0 NonyyYeHo crneaytoLLee Y1CnoBoe
3HaYeHue:

e =2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421 1,
e = 2DFBC1B372D89A1188C09C52EOEE\

C61FCE52032AB1022E8EG67ECEG6672B043EES 46

Mpun aTOM NnapameTp Vv =e '1(mod g ) NPUHMMAET 3HaYEHME:
v =176866836059344686773017138249002685\\
62746883080675496715288036572431145718978 1
v = 271A4EE429F84EBC423E388964555BB\\

29D3BA53C7BF945E5FACB8F381706354C2 16

MapameTpbl £1 = svimodgly z3 = _W(mOdfi':'anHmmamT 3HaYeHMs:



£1=376991675009019385568410572935126561\\
08841345190491942619304532412743720999759 1,
Z1= 5358F8FFB38F7C09ABC782A2DF2A\
3927DA4077D07205F763682F3A76C9019B4F 14
£2=141719984273434721125159179695007657\\
6924665583897286211449993265333367109221 1,
Z2= 3221B4AFBBF6D101074EC14AFAC2D4F7\\

EFACACFOFEC1ED11BAE336D27D527665 16

C=Zl

+
Touka Frnp MMeeT KoopauHaThbl:

*:= 2970098091581795287437120498393825699\\

0422752107994319651632687982059210933395 ¢

%e= 41AA28D2F1AB148280CDIED56FED\

A41974053554A42767B83AD043FD39DC0493 15

Ye= 3284253527868466347709466532251708450\\

6804721032454543268132854556539274060910 1

Ye= 489C375A9941A3049E33B34361DD\\

204172AD98C3E5916DE27695D22A61FAE46GE 15

Torga napameTp r= x (mod g),

npuHUMaeT 3Ha4vYeHne:

R =2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395 1,
R = 41AA28D2F1AB148280CD9ED56FED\\
A41974053554A42767B83AD043FD39DC0493 15

nOCKOﬂbe BbINOMHEHO paBeHCTBO R =T, TO LI,I/I(.prBaﬂ noanncb NpUHUMaeTCA.



NPUJIOKEHUE B
(cmpaBo4HOeE)

bubaunorpapusa*1

*1 OpurnHanbl mexayHapoaHbix ctangaptoB MCO/MOBK - Bo BHUWKWU Mocctangapta Pocenn.
[1] NCO 2382-2-76 ObpaboTka AaHHbIX. CrnoBapb. YacTb 2. ApndmeTnyeckme n ormdeckne onepaumm

[2] NCO/M3K 9796-91 NHpopmaLmoHHasa TexHonorus. MeTtoapl 3awmtel. Cxema umMdpoBOn NOANUCK C
BOCCTaHOBIEHUEM COOOLLEeHNs

[3] NCO/M3K 14888-1-98 NHpopmaumnoHHasa TexHonorna. Metoabl 3awuThl. Lindposble noanvcu ¢
npunoxeHmem. Yactb 1. O6LME NONOXKEHNUS

[4] NCO/M3K 14888-2-99 NHdhopmaLmMoHHas TexHonormsa. Metoabl 3awuTsl. Lindposeslie noanucu ¢
npunoxeHmem. Yactb 2. MexaHu3mMbl Ha OCHOBE NOATBEPXKAEHUS NOANNHHOCTYU

[5] NCO/M3K 14888-3-99 NHdopmaumnoHHasa TexHonornsa. Metoabl 3awuTbl. Lindposble noanvcu ¢
npunoxeHmem. Yactb 3. MexaHn3mMbl Ha OCHOBE cepTudumkarta

[6] NCO/M3K 10118-1-94 NHpopmaumnoHHasa TexHonornsa. Metoabl 3awmTbl. Xaw-gdyHKummn. YacTtb 1.
O6LWwme nonoxeHus

[7] NCO/M3K 10118-2-94 NHhopmaLmoHHas TexHonorus. Metoabl 3awmTbl. Xaw-yHKunn. YacTtb 2.
X3LW-yYHKLMM C UICNONB30BaHMEM N -OMTHOrO BIOYHOro anropyTMa Wwudpauum

[8] NCO/M3K 10118-3-98 NHdhopmaLmoHHas TexHonorus. Metoabl 3awmuTbl. Xaw-yHKunn. Yactb 3.
JdecAaTnyHble X3LW-pyHKLMN

[9] NCO/M3K 10118-4-98 NHdhopmaLmoHHas TexHonorus. Metoabl 3awmuTbl. Xaw-yHKunn. YacTtb 4.
X3LW-goyHKLMK, UCNOMb3YoLMe MOAYIbHYH apudMeTUKY

KntoueBble cnoBa: o6paboTka AaHHbIX, Nepefada AaHHbIX, 06MeH nHdopmMaLmen, coobLeHus,
undpoBble nognucu, 3awmta nHpopmauum, hopmmpoBaHme LMGPOBOM NOANUCH, MPOBepKa LngpoBon
noanucu.

FOCT P 34.10-2001. NHdhopMaumoHHast TexHonorus. Kpuntorpaduyeckas 3awmuta nHopmaumm.
Mpouecchl hopmMnpoBaHnst U NPOBEPKM SNEKTPOHHON LMdPOBOM MNOANMCH

MoctaHoBneHue Nocctangapta Poccum ot 12.09.2001 N 380-ct
FOCT P o1 01.07.2002 N 34.10-2001

MpuHaBwwuin opraH: NocctaHaapt Poccum

Tun pokymeHTa: CtaHaapThl

Hencrteyrowmn

MpuHagnexHocTb K cucteme: MHpopmMaLMoHHO-CNpaBoYHasa cuctema apxmeHon otpacnu (MCCAO)



1.6. HaumoHanbHble CTaHOapTbl U TEXHNYECKME pernamMeHTbl B obnactu apXnBHOIo gera un
OOKYMEeHTaUuMOHHOro obecneyeHus ynpasneHuna

1. npaBOBbIe OCHOBbI apXUBHOro gena 1 A40KyMeHTaunOHHOro obecneyeHus ynpaslieHuda



